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Introduction

Software Installation

in Debian GNU/Linux

root@debian:~#

apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:

firefox
0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)
Preparing to unpack .../firefox_74.0.1-1_amd64.deb ...
Unpacking firefox (74.0.1-1) ...
Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...
root@debian:~#

Debian GNU/Linux

pl
pl

pl
pl

pl
pl
pl
pl
pl

pl
pl



1

Introduction

Software Installation in Debian GNU/Linux

root@debian:~#

apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:

firefox
0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)
Preparing to unpack .../firefox_74.0.1-1_amd64.deb ...
Unpacking firefox (74.0.1-1) ...
Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...
root@debian:~#

Debian GNU/Linuxpl
pl

pl
pl

pl
pl
pl
pl
pl

pl
pl



1

Introduction

Software Installation in Debian GNU/Linux

root@debian:~#

apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:

firefox
0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)
Preparing to unpack .../firefox_74.0.1-1_amd64.deb ...
Unpacking firefox (74.0.1-1) ...
Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...
root@debian:~#

Debian GNU/Linux

Linux distribution
~= Operating System

pl
pl

pl
pl

pl
pl
pl
pl
pl

pl
pl



1

Introduction

Software Installation in Debian GNU/Linux

root@debian:~#

apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:

firefox
0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)
Preparing to unpack .../firefox_74.0.1-1_amd64.deb ...
Unpacking firefox (74.0.1-1) ...
Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...
root@debian:~#

Debian GNU/Linux

Linux distribution
~= Operating System

Widely used:

> as OS for servers

> as OS for desktop computers

> as basis for derived
distributions - eg. Ubuntu

pl
pl

pl
pl

pl
pl
pl
pl
pl

pl
pl



1

Introduction

Software Installation in Debian GNU/Linux

root@debian:~#

apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:

firefox
0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)
Preparing to unpack .../firefox_74.0.1-1_amd64.deb ...
Unpacking firefox (74.0.1-1) ...
Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...
root@debian:~#

Debian GNU/Linux

Linux distribution
~= Operating System

Widely used:

> as OS for servers

> as OS for desktop computers

> as basis for derived
distributions - eg. Ubuntu

pl
pl

pl
pl

pl
pl
pl
pl
pl

pl
pl



1

Introduction

Software Installation in Debian GNU/Linux

root@debian:~#

apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:

firefox
0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)
Preparing to unpack .../firefox_74.0.1-1_amd64.deb ...
Unpacking firefox (74.0.1-1) ...
Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...
root@debian:~#

Debian GNU/Linux

Linux distribution
~= Operating System

Widely used:

> as OS for servers

> as OS for desktop computers

> as basis for derived
distributions - eg. Ubuntu

pl
pl

pl
pl

pl
pl
pl
pl
pl

pl
pl



1

Introduction

Software Installation in Debian GNU/Linux

root@debian:~#

apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:
firefox

0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)
Preparing to unpack .../firefox_74.0.1-1_amd64.deb ...
Unpacking firefox (74.0.1-1) ...
Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...
root@debian:~#

Debian GNU/Linux

Linux distribution
~= Operating System

Widely used:

> as OS for servers

> as OS for desktop computers

> as basis for derived
distributions - eg. Ubuntu

pl
pl

pl
pl

pl
pl
pl
pl
pl

pl
pl



1

Introduction

Software Installation in Debian GNU/Linux

root@debian:~# apt install firefox

Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:
firefox

0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)
Preparing to unpack .../firefox_74.0.1-1_amd64.deb ...
Unpacking firefox (74.0.1-1) ...
Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...
root@debian:~#

Debian GNU/Linux

Linux distribution
~= Operating System

Widely used:

> as OS for servers

> as OS for desktop computers

> as basis for derived
distributions - eg. Ubuntu

pl
pl

pl
pl

pl
pl
pl
pl
pl

pl
pl



1

Introduction

Software Installation in Debian GNU/Linux

root@debian:~# apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:
firefox

0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.

Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)
Preparing to unpack .../firefox_74.0.1-1_amd64.deb ...
Unpacking firefox (74.0.1-1) ...
Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...
root@debian:~#

Debian GNU/Linux

Linux distribution
~= Operating System

Widely used:

> as OS for servers

> as OS for desktop computers

> as basis for derived
distributions - eg. Ubuntu

pl
pl

pl
pl

pl
pl
pl
pl
pl

pl
pl



1

Introduction

Software Installation in Debian GNU/Linux

root@debian:~# apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:
firefox

0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)

Preparing to unpack .../firefox_74.0.1-1_amd64.deb ...
Unpacking firefox (74.0.1-1) ...
Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...
root@debian:~#

Debian GNU/Linux

Linux distribution
~= Operating System

Widely used:

> as OS for servers

> as OS for desktop computers

> as basis for derived
distributions - eg. Ubuntu

pl
pl

pl
pl

pl
pl
pl
pl
pl

pl
pl



1

Introduction

Software Installation in Debian GNU/Linux

root@debian:~# apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:
firefox

0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)
Preparing to unpack .../firefox_74.0.1-1_amd64.deb ...
Unpacking firefox (74.0.1-1) ...
Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...

root@debian:~#

Debian GNU/Linux

Linux distribution
~= Operating System

Widely used:

> as OS for servers

> as OS for desktop computers

> as basis for derived
distributions - eg. Ubuntu

pl
pl

pl
pl

pl
pl
pl
pl
pl

pl
pl



1

Introduction

Software Installation in Debian GNU/Linux

root@debian:~# apt install firefox
Reading package lists... Done
Building dependency tree
The following NEW packages will be installed:
firefox

0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 51.3 MB of archives.
Get:1 http://deb.debian.org/debian unstable/main amd64 firefox amd64 74.0.1-1 [51.3 MB]
Fetched 51.3 MB in 5s (9,569 kB/s)
Preparing to unpack .../firefox_74.0.1-1_amd64.deb ...
Unpacking firefox (74.0.1-1) ...
Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...
root@debian:~#

Debian GNU/Linux

Linux distribution
~= Operating System

Widely used:

> as OS for servers

> as OS for desktop computers

> as basis for derived
distributions - eg. Ubuntu

pl
pl

pl
pl

pl
pl
pl
pl
pl

pl
pl



2

Introduction

Software Packages and their Content

firefox_74.0-1_amd64.deb

control.tar.xz data.tar.xz

/etc/firefox/firefox.js
/usr/bin/firefox
/usr/lib/firefox/application.ini
/usr/lib/firefox/browser/blocklist.xml
/usr/lib/firefox/browser/chrome
/usr/lib/firefox/browser/crashreporter-override.ini
/usr/lib/firefox/browser/defaults
/usr/lib/firefox/browser/features/doh-rollout@mozilla.org.xpi
/usr/lib/firefox/browser/features/formautofill@mozilla.org.xpi
/usr/lib/firefox/browser/features/screenshots@mozilla.org.xpi
/usr/lib/firefox/browser/features/webcompat@mozilla.org.xpi
/usr/lib/firefox/browser/features/webcompat-reporter@mozilla.org.xpi
/usr/lib/firefox/browser/omni.ja
/usr/lib/firefox/crashreporter
/usr/lib/firefox/crashreporter.ini

control

postinst

prerm

...

Package: firefox
Version: 74.0-1
Architecture: amd64
...
Depends: libatk1.0-0 (>= 1.12.4), libc6 (>= 2.29), libcairo-gobject2 (>=
1.10.0), libcairo2 (>= 1.10.0), ...
...
Description: Mozilla Firefox web browser
Firefox is a powerful, extensible web browser with support for modern
web application technologies.#!/bin/sh -e

if [ "$1" = "remove" ] || [ "$1" = "deconfigure" ] ; then
update -alternatives --remove x-www -browser /usr/bin/firefox
update -alternatives --remove gnome -www -browser /usr/bin/firefox

fi

if [ "$1" = "remove" ]; then
rm -rf /usr/lib/firefox/updates

fi
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0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
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Fetched 51.3 MB in 5s (9,569 kB/s)
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Setting up firefox (74.0.1-1) ...
Processing triggers for man-db (2.9.1-1) ...
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root@debian:~#
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Problem of this Ph.D. Thesis

> Goal: applying formal methods to Shell scripts and to the quality
assessment of Debian Packages in particular.

> Goal (reformulated): making sure that installing/updating/removing
software does not:

> make other software unusable,
> make the whole computer unusable,
> remove your personal files.

> Why it is hard? Because we manipulate:

> POSIX Shell scripts with:

> treacherous syntax,
> unusual, complex semantics;

> Unix filesystems: complex tree-like data structures;
> and Unix utilities: transformations of such filesystems.
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Symbolic Execution

Example Shell Script

and its Execution Traces

test -e /usr/lib

test -e /usr/lib/foo

mkdir /usr/lib/foo

mkdir /usr/lib

test -e /usr/lib/foo

mkdir /usr/lib/foo

S1

S2 E1 S3

S4 E2

E3

Logic Requirements:

> Express tree relations

> Enough expressivity
to specify Unix utilities

> Express the composition
of tree relations

> Detection of impossible cases

> Incrementality

1 if ! test -e /usr/lib; then
2 mkdir /usr/lib
3 fi
4 if ! test -e /usr/lib/foo; then
5 mkdir /usr/lib/foo
6 fi
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f f
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· ·

· ·
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etc usr
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·

· ·

· ·

· ·

etc usr

local lib

foo bar
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Transforming Formulas of FTS

System of Transformation Rules — R1

name pattern ⇒ replacement (side-condition)

P-Feat-Sim
x y

z
f

=F

⇒
x y

z
f f

=F

(f ∈ F )

D-Feats
x

y z
f f ⇒

x

y =? z
f

C-Feat-Abs
x [F ]↑

y
f ⇒ ⊥ (f ∈ F )
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Transforming Formulas of FTS

Transforming Σ1-formulas

c ⇒ ψ

↔
∨

i ∃Xi · ci

quantifier-free conjunction
(aka constraint)

Σ1-formula

DXC

The rules of R1 can be used to write:

function transform-1 (φ : Σ1-formula) : DXC
which:
> terminates on all inputs∗,
> given a Σ1-formula φ, returns a DXC ψ such that:

> ψ is equivalent to φ,
> and the constraints of ψ are irreducible with respect to R1.

1 2 3 4 5 6 7 8

D-NSim-Abs

↓D-NSim-Feat’ ∨l
↓∨r

= ↓
D-Feats’

↓= ↓= ↓

S-NSim-Feat
↓= ↓= = ↓

S-NSim-Abs
↓= ↓= = ↓

S-NSim-Sim
↓= ↓= = ↓

S-NAbs-Sim

· · · · ↓

R-NAbs-Abs

· · · · ↓

P-Feat-Sim

· · · · · ↓

P-Abs-Sim

· · · · · · ↓

P-Sims

· · · · · · · ↓
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Transforming Formulas of FTS

What About Irreducible Constraints?

Theorem (Satisfiability)

Let c be a constraint irreducible with respect to R1.
Then c is satisfiable.

Theorem (Garbage Collection)

Let c be a constraint irreducible with respect to R1.

Let X be a set of variables ancestor-closed in c.
Then:

|= ∀̃ · ((∃X · c)↔ GX (c))

·

·

·

·

·

·

·

·

·

·

·

·

·

transform-1 can be used as an incremental test of satisfiability!

literals of c
that do not contain

variables in X
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Transforming Formulas of FTS

Composing Specifications

mkdir /usr/lib
(success)

mkdir /usr/lib/foo
(success)

r1

∃x1

⊥

usr

lib

∃

r ′1

∃x ′1

∃y ′1[?]↑

usr

lib

={{usr}

={{lib}

∃

r2

∃x2

∃y2

⊥

usr

lib

foo

foo

r ′2

∃x ′2

∃y ′2

∃z ′2[?]↑

usr

lib

foo

={{usr}

={{lib}

={{foo}

r ′2=?=?∃r12
={{usr} ={{usr}

=?

usr usr

∃x12

usr

={{lib}

={{lib}

lib lib

∃y12[?]↑

lib

={{foo}

⊥

foo

={{usr}

={{lib}

={{usr}

={{lib}

G-SimFull

D-FeatsD-Feats ×2

R-Abss

P-Sims ×2

P-Abs

Garbage
Collection

G-SimFull

D-FeatsD-Feats ×2

C-Feat-Abs
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Transforming Formulas of FTS

Decidability of the First-order Theory of FTS

> no quantifier elimination in the strict sense

∃y · (x [f ]y ∧ y [?]↑)

> but: garbage collection removes existential quantifiers

> the others can be switched to universal

¬x [f ]↑ ∧ ∀y · (x [f ]y → y [?]↑)

> in general, we can transform any Σ1-formula into a Π1 one

> we can apply a “weak quantifier elimination”
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Decidability of the First-order Theory of FTS

> no quantifier elimination in the strict sense

∃y · (x [f ]y ∧ y [?]↑)

> but: garbage collection removes existential quantifiers

> the others can be switched to universal

¬x [f ]↑ ∧ ∀y · (x [f ]y → y [?]↑)

> in general, we can transform any Σ1-formula into a Π1 one

> we can apply a “weak quantifier elimination”

Theorem
The first-order theory of FTS is decidable.
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Efficient Solving of Constraints in FTS

And in Practice?

> transform-1 is not really usable in practice!

> symbolic execution: sensitive to combinatorial explosion

> three sources of such explosions:

> traces of execution

> recall the tree of traces
> mitigated by pruning unreachable traces

> rules of R1

D-NFeat ¬x [f ]y ⇒ x [f ]↑ ∨ ∃z · (x [f ]z ∧ y 6=? z)

> specifications

> recall the specification of “mkdir /usr/lib/foo” with three error cases
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Applications

Bugs Found

Bugs Closed Detected by Examples
95 56 parser not using -e mode
6 4 parser & manual unsafe or non-POSIX constructs
34 24 corpus mining wrong options, mixed redirections
9 7 conversion wrong test expressions
5 2 symbolic execution try to remove a directory with rm
3 3 formalisation bug in dpkg-maintscript-helper

151 92
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Future Work on FTS

> Extension of FTS to support:
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> paths of features;
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> A solver that supports globs:

> to specify commands like: rm ⁎.foo
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> entailment of Σ1-formulas.
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Thank You!

Package

Report
Package
maintainers

Web browser

Parsing and conversion

Scripts in “clean”
intermediary language

Symbolic execution

Scripts’ semanticsSymbolic
execution

Contributions:

> parser for
POSIX Shell⁎

> intermediary
language⁎

> feature trees
logic FTS

> decision
procedures

> decidability
results

> efficiency
considerations

> implementation
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