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What Could Possibly Go Wrong?

From: "Aaron M. Ucko" <ucko@debian.org>

To: Debian Bug Tracking System <submit@bugs.debian.org>
Subject: cmigrep: broken emacsen-install script

Date: Fri, 29 Jun 2007 20:27:06 -0400

Package: cmigrep

Version: 1.3-1

Severity: critical

Justification: breaks unrelated software

cmigrep's emacsen-install script is overzealous; specifically, it
inappropriately attempts to compile all .el files in
/usr/share/emacs/site-1lisp even if they don't work with the current
emacsen flavor (for instance, remembrance-agent's remem.el
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assessment of Debian Packages in particular.

> Goal (reformulated): making sure that installing/updating/removing
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> make the whole computer unusable,
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sS4
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lib/‘\share etc/‘\lsr
foo/ lib/ \share

: bar/ \baz
bin/ \usr . .
. . Set of feature trees

(inductively defined)
lib/ \share

—/

FT = Fw FT

N

Set of features Partial functions
(legal file names) with finite domain
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Feature
Absence

Similarity

Equality

¢ p satisfies ¢ if
x[fly p()(F) = p(y)
x[F]|t dom(p(x))NF =2
X=Fy p(x) =F p(y)
X - TC{FY Y
£ f
1 z
Update
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mkdir /usr/lib/foo

ro” ~C{usr} - - - : :
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System of Transformation Rules — R;

name pattern =

X =Fe Y
P-Feat-Sim f‘ =

z
X

D-Feats f/ \f =

y z

x[F]

C-Feat-Abs fl =

replacement (side-condition)

X =F- Y

NW4i (feF)

s (fFeF)
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The rules of Ri can be used to wri

function transform-1 (
which:
> terminates on all inputs®,
> given a Yj-formula ¢, returns a DXC @ such that:
> 1 is equivalent to ¢,
> and the constraints of v are irreducible with respect to R;.
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What About Irreducible Constraints?

Theorem (Satisfiability)

Let ¢ be a constraint irreducible with respect to Rj.
Then ¢ is satisfiable.

/3 3 -
Theorem (Garbage Collection) ./ﬂj\a/lﬁ\_/
Let ¢ be a constraint irreducible with respect to Ri. \ \\\ NN
Let X be a set of variables ancestor-closed in c. 3 ’
Then: NN
: ~ 3 3 3
= V- ((3X - ¢) < Gx(c)) |
3

transform-1 can be used as an incremental test of satisfiability!
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mkdir /usr/1lib mkdir /usr/lib/foo
(success) (error: file exists)
n ~C{usr} dryp —x ré
G-SimFull
usr usr
D-Feats X2
dx =C{1ib} dx1p
| C-Feat-Abs
1ib 1ib
1 Ay1o[*]T
foo

322
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Decidability of the First-order Theory of FTS

> no quantifier elimination in the strict sense

(x[fly Ay[HT)

4

but: garbage collectio

> the others can be switq
—x[f]T AVy - (X

> in general, we can transform any ¥i-formula into a [l; one

> we can apply a “weak quantifier elimination”
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And in Practice?

> transform-1 is not really usable

> symbolic execution: sensitive to

> three sources of such explosions
> traces of execution

> recall the tree of traces
> mitigated by pruning unreachable

> rules of Ry
D-NFeat —x[fly

> specifications
> recall the specification of “mkdir /usr/lib/foo” with three error cases
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A New System of Rules — R,

Problem 1: R; introduces disjunctions and new variables.

D-NFeat —x[fly = [TV 3z (x[flz Ay #x 2)

> new system of rules R
> holds on to such literals until we know which side to choose

D-NFeat-Abs —x[fly A x[f]T = x[f]T
D-NFeat-Feat —x|[fly A x[f]z = x[flzANy #« z

> Ro never introduces disjunctions or variables
> we loose the garbage collection of irreducible constraints

> and R, is therefore useless to decide the first-order
> but we can recover garbage collection partially

> we can still prove satisfiability of irreducible constraints
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E;
-Xample Specification

Problem 2: Constraints are not expressive enough for specifications.

mkdir /usr/lib/foo

£ T ey
us: r
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n | foo h J1ip
32'[4]1 By
[ foo

rlusr]t Success caoy
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Threaded Constraints

Problem 2: Constraints are not expressive enough for specifications.

Threaded 'v , T Threaded.v
Constraint Constraint Literal Constraint Thread
rlusr]t
V 3x - (rlusr]x A x[1ib]1)
V 3x,y, z - (rlusr]x A x[1ib]y A y[foo]Zz)
becomes:

—rfusz]t — 3Ix - (rlusr]x A (—x[1ib]t — Ty - (x[1ib]y A 3z - y[foo]z)))
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Threaded Constraints

Problem 2: Constraints are not expressive enough for specifications.

\
-,

if  cBEhT then ot = cAbA(b—=B)A Al —tn)

Run on toolchain: Without With
> on 113,328 scenarios Time 8h25 0h22

> with a timeout of 60s Scenarios 45% 52%
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http://the.report/rancid-cgi/

Report > rancid-cgi

Meta

Start time
2021-01-29 08:56:30
End time

2021-01-29 08:56:30
Duration

0s

Parsing Status

Name

rancid-cgi
Version

3.10-1

Maintainer scripts

preinst

0K

postinst

Rejected by conversion unsupported feature: special builtin: exec


http://the.report/rancid-cgi/

Report > ra

Meta

Start time
2021-01-29 08:56:30
End time
2021-01-29 08:56:30
Duration

0s

Parsing Status

Name

rancid-cgi

Version

3.10-1

Maintainer scripts

preinst
0K
postinst

Applications

http://the.report/rancid-c

gi/

Scenarios Summaries

Installation

(1 states)

preinst install

OK
(4 states)

(4 states)

Rejected by conversion unsupported feature: special builtin: exec

Failed
(2 states)

OK
(2 states)

Not-Installed

Not-Installed
01


http://the.report/rancid-cgi/

Applications

http://the.report/rancid-cgi/install/not-installed/1.html

Report > rancid-cgi > Installation
> Not-Installed #1

[rosese ] ~fete) [rosorr |
[ e ] [ar ]
lete te
~{rancid}

}anmd ancid

. ~lg.conf}

lg.conf wche.cm%ache cont " tg-eonf

dir 1

log

[TRACE] test -h /etc/rancid/lg.conf: path resolves to file of type 'l
[TRACE] rm /etc/rancid/lg.conf: remove file

[TRACE] test -e /etc/rancid/apache.conf: path resolves

[TRACE] rm /etc/rancid/apache.conf: target does not exist or is a di


http://the.report/rancid-cgi/install/not-installed/1.html

Applications

http://the.report/rancid-cgi/install/not-installed/1.html

Report > rancid-cgi > Installation

set -e

> Not-Installed #1 Original Shell script
1
e [ e :
[ e ] [ar ] n
letc e 5
6
7

~{rancid} ;

9 if [ -h /etc/rancid/lg.conf ]; then
10 rm /etc/rancid/1g.conf

. lgcont] 11fi

12if [ -e /etc/rancid/apache.conf ]; then

mpom’\\Qi?hacmi/égmmecmﬂ"gfa* 13 rm /etc/rancid/apache.conf
14fi

}anmd ancid

16
17
18
log 19
[TRACE] test -h /etc/rancid/lg.conf: path resolves to file of type 'l 20
[TRACE] rm /etc/rancid/lg.conf: remove file 21

[TRACE] test -e /etc/rancid/apache.conf: path resolves
[TRACE] rm /etc/rancid/apache.conf: target does not exist or is a di 22exit 0


http://the.report/rancid-cgi/install/not-installed/1.html

Applications
Bugs Found

Bugs Closed Detected by Examples
95 56 parser not using -e mode
6 4 parser & manual unsafe or non-POSIX constructs
34 24 corpus mining wrong options, mixed redirections
9 7 conversion wrong test expressions
5 2 symbolic execution try to remove a directory with rm
3 3 formalisation bug in dpkg-maintscript-helper

151 92
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Conclusion

> Theoretical results:
> FTS
> Decision procedures
> Decidability of the first-order

> Modelisation:

> POSIX Shell
> Unix filesystems & utilities

> Implementation:
> Parser & Conversion for POSIX Shell
> Efficient solver for FTS
> Toolchain scaling to 30,000 packages
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Future Work on our Toolchain

> Support for more maintainer scripts:

> extend intermediary language
> write more specifications

> Automated testing of specifications:
take a utility call c

take its specification &(r,r’)

take fs such that [r+— fs] = 3r" - ¢(r,r')
run c on fs, obtain fs'

check that [r— fs,r' — fs'] = ¢(r, 1)

vV V V VvV V

> Generalisation:

> to other distributions
> to Shell scripts in general
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> Extension of FTS to support:

> quantification over features;
> paths of features;
> inclusion of trees (x Cy).

> A solver that supports globs:

> to specify commands like: rm *.foo
> with: —r[*.foo]T A r'[*.£00]t A r =g, o0} -

> “Efficient” decision procedures for:

> first-order,
> entailment of Y ;-formulas.
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Thank You!
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